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Abstract

V» e introduce the Free Factory, a platform for deploying data—intensive web services using small clusters of

commodity hardware and free software. Independently administered virtual machines called Freegols give
application developers the flexibility of a general purpose web server, along with access to distributed batch
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processing, cache and storage services. Each cluster exploits idle RAM and disk space for cache, and reserves
disks in each node for high bandwidth storage. The batch processing service uses a variation of the MapReduce
model. Virtualization allows every CPU in the cluster to participate in batch jobs. Each 48-node cluster can
achieve 4-8 gigabytes per second of disk 1/0. Our intent is to use multiple clusters to process hundreds of
simultaneous requests on multi-hundred terabyte data sets. Currently, our applications achieve 1 gigabyte per
second of I/O with 123 disks by scheduling batch jobs on two clusters, one of which is located in a remote data

center.

1 Introduction

We built Free Factories to help the PGx team win the Archon X PRIZE for Genomics and to meet the needs of
the Personal Genome Project. The prize is awarded for sequencing one hundred complete human genomes in less
than ten days [29]. Doing this with Polony sequencing [17,25] and related technologies [30,31], as the PGx team
plans to do, will involve distilling many petabytes of raw data to produce about 100 gigabytes of output. This
DNA sequencing capacity can be used to help build a database of personal genome—phenome data sets; coupled
with a data mining and analysis engine, this will provide opportunities for many new discoveries.

Storing and analyzing data at this scale still requires exotic computing systems [3,15,28] - many scientists,
physicians and members of the general public would like to participate in the development of these technologies,
but do not have access to the resources they need to get started. Furthermore, anyone creating a database of
sensitive personal information has to address privacy and disclosure concerns, and there is no single correct way
to do that. The Personal Genome Project aims to overcome these obstacles and, ultimately, give individuals the

tools to make genetic discoveries of their own [7,19,20].

Figure 1: A Free Factory contains about five clusters of 12 to 48 nodes. Some clusters are colocated with data

acquisition instruments; their sizes are limited by the available power, cooling, and space. Other clusters are
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located in data centers. The clusters are interconnected by relatively slow networks.

\includegraphics[width=2.5in]{0_data_personal_ward_Desktop_freelogy_svn_lyx_2008_usenix_figs_ff.eps}

To help alleviate these barriers, we consider the needs of a relatively small organization that supports several
independent applications. Some such organizations support scientists in research activities, like developing new
sequencing technologies; some focus on medical applications, like predicting which treatments will be effective for
a particular patient. Within each of these communities, scientists and application developers generally benefit by
sharing data and computing resources, although they may need to segregate some data and resources in order to
satisfy a particular security model. End users choose who to trust with their personal data, establish legal
agreements with those trustees to control how their data is used, and access relevant information using web

services.

With the Free Factories platform, we make the first steps toward this vision. We emphasize efficiency in a range
of installation sizes, from a single 12-node cluster to several 48-node clusters. We cater to data—intensive
applications that are conducive to parallel computation, but are limited by the ability of storage systems to support
many concurrent tasks. We avoid proprietary software and expensive hardware. Organizations can start working
with substantial data sets on small clusters, and expand their capacity by adding new clusters. Multiple small
clusters also provide opportunities to enforce different privacy and data integrity guarantees for different
applications and data.

Small installations of low—cost hardware provide processing and storage capacity at the scale we need for these
applications, but efficient and fault-tolerant utilization of this hardware is non-trivial. We have used a pragmatic
approach of selecting and arranging free software to make the best of the performance characteristics of cheap
hardware. Our goal is to utilize 90% of our hardware capacity, including disk I/O bandwidth, network bandwidth,

and CPU time. The result is a unified platform that makes efficient use of hardware in an environment where a
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variety of users and applications share storage and computation resources. We encourage others to deploy and
develop this platform further. [16]

2 Design and architecture

A Free Factory provides hosting, data storage, and batch processing services for a number of web applications.
These applications involve data—intensive computation: they are conducive to asynchronous parallel processing, but
their performance is limited by the available disk I/O bandwidth. Their demands for CPU time are highly
variable, so it is sensible for them to share a pool of CPU resources by submitting batch jobs. They also tend to
share data sets with one another, so it is sensible to share a large data storage system. The application developers
have common goals rather than being in competition, so it is beneficial to let them see the source code and
results of one another's batch processing jobs. The applications themselves may be maintained by different

development teams, so each application should run in its own independent virtual machine.

We identify the following roles in the Free Factory environment. Users" — scientists, physicians, and members of
the general public — are interested in a web service and interact with it via a web browser. ~Administrators”
maintain the Free Factory infrastructure. A trustee” sets policy and obtains funds to pay for staff, hardware, and
hosting. ~ Developers" are the application developers and scientists who maintain Freegols. ~ Freegols' are web
services that utilize cluster computing and storage resources. The term Freegol, or Free Golem, emphasizes the
idea that the web services are developed and maintained independently of the cluster infrastructure, and
independently of one another.

The canonical Free Factory (Figure 1) contains about five clusters with 12 to 48 nodes each. Some clusters can
be co—located with data acquisition engines such as DNA sequencing instruments. Each cluster acts as a web
hosting platform for several applications, as well as supporting the data storage and batch processing needs of
those applications. A Free Factory of this size can be maintained by three administrators.
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Each cluster is constructed using 1U rack-mount machines with big disks and inexpensive CPUs. Today, each of
these low—cost machines offers about 240 MB/s of disk I/O bandwidth as well as 2 Gb/s of network bandwidth.
With data and processing resources striped across an entire 48-node cluster with 192 disks, it is theoretically
possible to achieve 11 GB/s of disk /O during a batch job. The two clusters we have built contain 85 and 38
disks respectively. At 60 MB/s per disk this gives us 5.1 GB/s and 2.2 GB/s of available disk bandwidth

respectively.

We use virtualization to deploy cache, storage, and batch processing services on every single node in each cluster:
CPU-intensive jobs can make use of every CPU in the cluster, while data—intensive jobs can make use of every
disk. This layout allows us to achieve high I/O throughput even while many concurrent processes are working on
the same data set. We have achieved as much as 1 GB/s of I/O on a cluster with many concurrent processes;
this compares favorably with a 12-disk RAID-6 system, which we have to limit to a single reader in order to
achieve a sustained throughput of 100 MB/s.

Figure 2: Dotted lines denote virtual machines. Batch processing workers in warehouse instances are dispatched by
the batch controller on behalf of Freegols. RAM cache, disk cache, and long term storage services are accessed by
Freegols and batch jobs using the same client library.
\includegraphics{1_data_personal_ward_Desktop_freelogy_svn_lyx_2008_usenix_figs_components—and-vms.eps}

On each machine, a ~warehouse instance” runs the processes that implement cache, storage, and batch processing
services. Warehouse instances are implemented as virtual machines on the nodes that are used for hosting
Freegols, and consume entire physical machines in other cases. Each cluster manages its own cache, storage, and
batch processing services using a number of controller processes that run in a virtual machine. Freegols and batch

programs use the warehouse client library to communicate with these controller processes and the warehouse
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instances' service processes (Figure 2).

2.1 Commodity hardware, free software

When building an affordable, high-availability, data—intensive web service it is desirable to have control of the
system's total cost of ownership. Part of our strategy is to avoid proprietary technologies in favor of free
software. This way, we can build on existing tools and have confidence that we can replace or modify them

when necessary.

When choosing hardware, we are interested in maximizing the usable disk, RAM, CPU, and network bandwidth
per unit cost. At present dual gigabit ethernet, one terabyte SATA disks, and dual-socket quad core motherboards
seem to best fit our needs. (We prefer larger disks even at a higher cost per gigabyte because disks have high
failure rates independent of size [2,12,23,24] and manual intervention is expensive even in a fault-tolerant
system.) Full-bandwidth 48-port switches are also available at low cost. Therefore, the most affordable way to
configure a large number of disks and CPUs today is to build a number of 48-node clusters, interconnected by
relatively slow network links or virtual private networks.

Given the limited size of each cluster, scalability requires that applications have access to more than just one
cluster. We expose the network topology to the applications so that they can make informed decisions about
where and when to perform computation, and where to store data, depending on the varying availability of these
resources on different clusters. (Our intent is for future client libraries to help applications make good scheduling

decisions; currently it is practical for a developer to select one of our two clusters when running a job.)

Each cluster is self-contained; hardware and network failures do not cascade to other clusters. The small cluster
size makes it feasible to deploy entire clusters at once, rather than performing incremental upgrades to a large

cluster. Multiple clusters can be used to increase confidence in the repeatability of computational results, and to
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monitor the effects of different combinations of hardware, software, and usage patterns.

To illustrate the cost of a Free Factory we consider purchasing a 48-node cluster with 192 1 TB disks for
$170,000. Annual operating costs include $27,000 of power (18 kW at $0.17/kWh), $25,000 for network access
and floor space (at the rate we pay at Harvard), and $50,000 for a part-time administrator. Thus, the total cost
to deploy the cluster is $272,000 for the first year, and $102,000 per year thereafter.

For a point of reference, we consider Amazon Web Services, a popular computing platform that allows an
organization to pay for computation and storage on an as—needed basis. This is often less expensive than using
dedicated hardware because the cost of processing is determined by average demand rather than peak demand.
However, for the data—intensive applications we consider here, the strategy of frequently allocating and releasing
compute nodes is less beneficial because of the time spent copying data to and from the nodes each time. In
effect, a CPU-on—demand system requires a higher allocation rate in order to do the same work, compared to a
dedicated hardware approach where data is kept close to the processors and can be read at full speed whenever it
is needed.

We overlook this distinction for the sake of making a direct comparison with the Amazon EC2 and S3 services
[1]. Amazon EC2 offers an extra large instance” with two 1 TB disks and four virtual CPUs for $0.80 per
hour. Thus, a 48-node cluster is roughly equivalent to 96 extra large instances. If the cluster achieves 25% CPU
utilization, its value is comparable to 24 extra large instances at $168,000 per year. Meanwhile, S3 provides long
term storage for $0.15/GB. At this rate, it costs an additional $43,000 per year to store 24 TB of data (half of
the long term storage capacity of the cluster). The actual amount of data transferred to and from S3 depends on
the application; if 15 TB is transferred to Amazon at $0.10/GB, and 2 TB is transferred out of Amazon at
$0.17/GB, then the transfer cost is $1,840 (traffic between EC2 and S3 is free). The total cost of the Amazon
service over two years is $424,000, compared to $374,000 for the first two years of a Free Factory.
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2.2 Freegols and virtualization

There are a wide variety of languages, toolkits and methodologies for deploying scalable web services. One factor
that contributes to Amazon EC2's popularity is that it permits web service developers to choose their own tools.
We found that giving developers this freedom suited our environment too.

Virtualization encourages a model wherein developers have root" privileges on their own virtual servers, or
Freegols. Typically, a Freegol is configured as an Ubuntu server with common application server software like
Apache and MySQL. The warehouse client library is easy to install and upgrade using the native package
manager. Our goal is to make it easy for developers to start using Freegols to deploy services; part of this
strategy will be to port the Perl client library to other popular languages like Python.

RAM, virtual processors, and network bandwidth are shared among Freegols, cache and storage service processes,
and batch jobs. If necessary, a developer can ensure that a Freegol does not share these resources with other
Freegols by getting an allocation for all of the available CPU and RAM.

In addition to Freegols, it is often beneficial to set up virtual machines on the cluster for applications that do not
use the cache, storage, or processing services. Cluster administrators are likely to use virtual machines to deploy
common network services like web proxies, DNS caches, and backup servers.

2.3 Cache and storage services

The objectives of our storage services are to: (1) minimize I/O bottlenecks in order to make the best use of
available CPU cycles; (2) provide a low-latency shared cache with automatic garbage collection; (3) provide long
term storage with high read and write throughput and provisions for usage accounting. The storage services must
yield good performance when used directly from Freegols, as well as from batch jobs. Inspired by the Google
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File System [13], Bigtable [6] and the plethora of raw materials made possible by free and open source software,
we felt we could build a system that suited our needs perfectly.

We implement a three-level content addressable storage service. We use Memcached [9] as a low latency RAM
cache. This is well suited to small strings (less than one megabyte) and it works well even with many concurrent
clients because it does not employ a central controller. We use MogileFS [9] to implement a cluster-wide
distributed disk cache. This gives good performance for block sizes up to 64 MiB. For long term storage we
have developed software that minimizes the role of a central controller while providing opportunities for usage
accounting. All of these storage and cache services are accessible to all applications and batch jobs in the Free
Factory.

Aggregate /0 bandwidth is limited by several factors. Our storage services are designed to minimize the effects

of these factors.

1. Disk seeks reduce aggregate disk read and write bandwidth. We minimize seeks by storing data in
contiguous 64 MiB segments when possible, and ensuring that each segment read/write operation is not interrupted
by any other disk activity. This means that readers tend to wait longer before they start to receive data, which is
why general purpose operating systems do not use this strategy; however, in this environment, high throughput is
more valuable than low latency.

2. A gigabit network interface can only handle two concurrent readers at full disk transfer rates. To prevent
this from limiting throughput when many concurrent processes are accessing the same data set, we stripe every
data set across all of the cluster nodes.

3. Central controllers get bogged down when they try to handle too many concurrent clients. Our storage
service can read and write blocks without involving the storage controller in real time. Our disk cache is indexed
in RAM, so most reads do not involve the controller.
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4. Writes are slow because robustness requires storing multiple copies of each block. When an identical copy
of an output block already exists in the storage service, our content-addressing approach allows the client library
to transparently skip unnecessary write operations.

The cache and storage services use an MD5 addressing approach: the name of each block of data is the MD5
checksum of the data. This naming scheme provides several benefits.

1. The client library, when retrieving a block from the cache and storage services, computes the MD5
checksum of the data and compares it with the block name. If the checksum does not match, the client library
can try to fetch the data from a different host, a different storage service, or a remote cluster. This verification
process is completely transparent to the application.

2. Multiple jobs often produce the same output. For example, a Freegol may re-run a job every time the
job's source code is modified in the source repository, and every time an operating system upgrade is performed,
to make sure the job still produces the same result. If the output is identical to the previous run, no additional
storage space is consumed by the new job. We encourage developers to make use of this property by segregating
their main output from their diagnostic messages (which are likely to contain timestamps and the like, but are
usually small) and by avoiding non-deterministic outputs (sometimes this involves simple tricks like using the
“"Minimal" option in the 10:Compress::Gzip Perl module).

3. Freegols and concurrent batch jobs can share data without worrying about overwriting blocks at inopportune
times.

Our simple tests have demonstrated that reading 64 MiB files sequentially results in throughput exceeding 90% of
a disk's maximum sustained transfer rate. Real data used by Freegols, on the other hand, is likely to include
many smaller files. To help Freegols achieve high throughput when working with smaller files, we introduce a

“manifest” file format. In addition to increasing performance, the manifest format is a valuable tool for managing
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large data sets.

A manifest is an index to a collection of data files, analogous to a directory tree in a traditional filesystem. It is
stored as a plain text file. Each line of the text file represents a ~ stream’; each stream contains a set of data
files. The content of the data files is stored in a manner similar to a UNIX tar archive: the data from all files in
a stream are concatenated, the result is split into 64 MiB blocks, and the blocks are written to cache or storage.
The manifest file specifies the MD5 checksums and sizes of these data blocks, as well as the names of the
individual files and their positions within the stream. The manifest file itself can be split into 64 MiB blocks and
stored, and its unique key - the list of MD5 checksums of those blocks — can be used to retrieve it. (If this list
of checksums is inconveniently long, the list itself can be stored in a separate block, whose MD5 checksum then

serves as a more concise key to the large manifest.)

This manifest format has several noteworthy features. It is concise: a short key is enough to specify a large
collection of data. It is portable: if two jobs running on different clusters produce identical output, the resulting
manifest keys are also identical. The integrity of the data blocks, and the manifest itself, are easily verified. It is
efficient to read an entire stream worth of data from disk, even if the stream represents many small files.
However, random access — reading and writing small files in various streams out of order — is not efficient. We
expect applications to be cognisant of this restriction, and read and write entire streams whenever possible.

Once a manifest is written to the cache or storage service, it can be retrieved, or used as the input to a batch
job, by any Freegol that knows its key. Also, each cluster has a central database of manifest names. To attach a
name to a manifest, a Freegol sends a request to the cluster's storage controller specifying the manifest key, the
desired name, and — to avoid race conditions — the manifest key that was previously associated with the name.

Naming a manifest has several consequences.
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1. Any Freegol can look up the name to retrieve the manifest key.

2. The data set is considered to be valuable to the signer. If the blocks referenced by the manifest are in
long term storage, those blocks should not be deleted.

3. The old manifest, if it is not associated with any other names, is no longer considered valuable; the data
blocks mentioned in it may be deleted if they are not mentioned in any other named manifests.

Optionally, a Freegol may also specify a list of PGP keys indicating entities that have permission to overwrite
this manifest name.

One drawback to content-addressable storage is that in—place updates are inefficient. For example, if a 32 MiB
stream is written, and a new version of the stream is written afterward that has 16 MiB of additional data
appended to the original 32 MiB, then both the 32 MiB version and the 48 MiB version may be written to disk.
We find this acceptable for the following reasons. The manifest format allows the 48 MiB stream to be stored by
referencing the original 32 MiB block followed by the new 16 MiB block, if the existence of the 32 MiB block
is known when the second version is written. In any case, we are willing to sacrifice some storage space in
order to avoid race conditions.

This illustrates one of the useful aspects of the manifest format. A manifest key specifies the data itself, not just
a set of filenames. If a modified version of a large data set appears, the previous key can still be used to access
the old data, and a program requesting the original version will never unexpectedly receive the newer data. This
simplifies application design, and provides a significant practical benefit for scientific applications and other

environments where repeatability is of major concern.

Periodic garbage collection is inexpensive. The storage controller can quickly read all of the manifests that appear
in the manifest name database, and produce a list of blocks that are still in use. The 64 MiB block size ensures
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that the resulting list is small compared to the amount of stored data. Garbage collection is accomplished by
comparing this list against the list of blocks stored on disk. We have not yet implemented automatic garbage
collection but we have found that a list of 588,000 distinct block names, representing 11 TB of data referenced
by 1151 distinct manifests, can be generated in 70 seconds.

2.4 Batch processing services

The objectives of our batch processing services are to: (1) use as many as possible of the available CPU cycles
on all machines; (2) make it easy to repeat jobs many times on various clusters to check for bugs and
inconsistencies; (3) handle occasional failures gracefully; (4) keep statistics about performance and failure rates.

Batch processing is coordinated by a batch controller on each cluster. The batch controller accepts requests from
Freegols to schedule new jobs. The batch controller starts new jobs when the requested number of warehouse
instances become available. Freegols can expect the batch controller to occasionally pause and resume a job, or
reduce its resource allocation, depending on subsequent job submissions. (Our current implementation uses a
simple greedy scheduling algorithm, and the batch controller only pauses and resumes jobs when specifically
requested by a Freegol.)

Freegols can retrieve a list of current, pending, and previous jobs from the batch controller. This list includes
specifications and statistics for each job, including inputs, outputs, start and finish times, and (for active jobs) what
portion of the job has been completed so far. Freegols can poll the batch controller to determine the status of
their own jobs, get hints about how busy the cluster is, and look up details of jobs that other Freegols have
submitted.

The execution of a batch job is supervised by a job manager process running on the same virtual machine as the
batch controller. The job manager supports a computation strategy similar to MapReduce [11]. Each job consists
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of a number of steps, each of which is performed on a single warehouse instance. Each job step stores some
output in the cache; the job manager assembles the output into a manifest at the end of the job. Additionally,
each job step has the ability to enqueue more job steps.

The program that performs the work of a single job step is called a ~mr—function”" (from ~MapReduce function".
Mr-functions are kept in a revision control system. Administrators and developers can update existing mr-functions
and create new ones, subject to access controls on the revision control repository. Once it is committed to the
repository, a mr—-function can be used in a job submission by any Freegol.

The most convenient way to construct a batch job is to use a single manifest as input, and schedule one job
step for each stream in the manifest. Each job step reads one full stream from the input manifest from start to
finish, and writes one full stream in the output manifest. The client library comes with tools and examples to

make it easy to write mr-functions that use this strategy.
3 Implementation

3.1 Commodity hardware, free software

We are currently operating two clusters using a variety of commodity off-the-shelf hardware, free software such
as GNU/Linux [14] and our own custom software that is released under the GNU GPL [16]. Our two clusters
are located a few kilometers apart and connected by Harvard University's fiber optic network. ~ Uncle" is our
experimental research cluster; —templeton” is our production cluster. Our clusters are depicted in Figure 3. Uncle
is largely made up of 32-bit dual-CPU Intel Xeon machines, many of which are four years old. Templeton's
hardware is more recent: each machine has two dual-core AMD Opteron 64-bit processors.

Figure 3: On each cluster, a few physical machines run the Xen hypervisor (mixed dark/light gray blocks). These

machines are partitioned into warehouse instances, Freegols, and other virtual machines. Other physical machines
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are dedicated to warehouse instances (dark gray only).
\includegraphics[width=3in]{2_data_personal_ward_Desktop_freelogy_svn_lyx_2008_usenix_figs_networkdiagram.eps}

Each cluster consists of 47 machines. All newer machines have four disk slots and the older machines are
diskless. Each newer machine has two gigabit ethernet ports, which are connected to two 48-port gigabit switches.
Two to four headnodes" have a third ethernet port connected to the upstream switch, and optionally a fourth
port connected to an out of band management network. The headnodes act as gateways to the internet and as
VPN endpoints.

Our VPN is a simple OpenVPN [22] point-to-point setup, terminated on a headnode at each end. The VPN data
rate reaches about 200 Mb/s. Throughput is limited by the processing speed of one endpoint that has one dual-
core Opteron 265 CPU at 1.8 GHz. The other endpoint has 2 single-core Opteron 250 processors at 2.4 GHz;
CPU load is considerably lower there.

Uncle currently runs the latest release of Ubuntu [5], a popular flavor of the Debian [27] GNU/Linux system that
many lab members run on their desktops, while Templeton runs the latest long term support” release of Ubuntu.
We chose Ubuntu over Debian because of Ubuntu's predictable six month release schedule, but we expect to build
a Debian cluster in the future. We like the Debian and Ubuntu philosophy and have found that packaging our
software using Debian/Ubuntu tools to be a good way to automate the installation of the client library and its
dependencies. We believe that inclusion in major community projects, such as Debian, is an excellent way to both
reach a wider audience and to further improve our installation automation. Ultimately, we aim to be distribution
agnostic.

The latest machines that we purchased came pre-installed with coreboot [8], a free software BIOS that has a
number of advantages over proprietary alternatives. All source code is open and available under the GPL. Serial
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console support is reliable. Boot time is much faster: coreboot takes only a few seconds to bring the machine
into a state where it can start booting the operating system. Also, we can exactly configure the platform to our

needs, which allows us to make the platform both more reliable and more secure.

We use Opengear [21] CM4148 console servers on each cluster for out-of-band access to the serial console of
each physical machine. The Opengear console servers are embedded Linux machines for which the entire source
code is available for download. The company provides instructions for modifying the firmware, and for building
the firmware from source. We also use networked power distribution units to allow remote power cycling of any

device in the cluster via our out-of-band management network.

Aside from the Linux kernel, our software relies on many other open source packages. Notably, Slurm and Munge
[18] provide authenticated inter-process communication between the warehouse instances and the batch controller.
We rely on Slurm to track which warehouse instances are available for running jobs, and to allow the batch
controller to execute batch job steps on the warehouse instances. It does this well, with low latency. It is also a
convenient tool for administrative tasks like installing packages and updating configuration files on many instances

at a time.

Memcached and MogileFS [9] provide the RAM and disk cache services respectively. MogileFS provides
distributed storage with low-latency replication. Used in conjunction with Memcached, it performs well as long as
there are not too many concurrent writes.

Perl modules from CPAN are used by the client library, controllers, and service programs for HTTP request
handling, data compression, and MD5 hashing. The batch controller uses a MySQL database as a job queue and
an archive of past jobs. Subversion provides revision control for the programs that run in the batch processing
system, as well as the client library and the service software itself.
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3.2 Freegols and virtualization

Some physical machines are configured as warehouse instances, dedicated to providing processing, cache, and
storage services. Others are partitioned into virtual machines using the Xen hypervisor — always with one virtual
machine configured as a warehouse instance, along with one or more Freegols and other virtual machines
controlled by the cluster administrators.

To keep configurations simple, we set aside 4 GiB of RAM on each warehouse instance for use in batch jobs,
and allocate the remainder to Memcached processes.

On virtualized machines and dedicated warehouse instances alike, we use RAID-1 to protect all of the local
filesystems. We have found that dedicating two entire disks to RAID-1 results in an excess of RAID-protected
space. It is wasteful to allocate that space to the storage services, which can already accommodate disk and node
failures without RAID-1. Linux allows us to partition the first two disks, assign one partition on each to a
software RAID-1 array managed by the Linux Volume Manager, and allocate the remaining space to the
MogileFS cache. This is more efficient than whole-disk mirrors, but it still forces us to commit to a partitioning
scheme early on. Different permutations of Linux RAID and volume management tools could give us greater
flexibility, but we have chosen to avoid the extra complexity that would result. In the future we hope iSCSI will
provide more flexible options without creating too much work for administrators.

Figure 4: On a physical machine that is running several virtual machines, a software RAID-1 volume is exported
to the Linux logical volume manager, which provides space for local filesystems. The remaining portions of the
first two disks are used by the disk cache service. The third and fourth disks are dedicated to the cluster's long
term storage service.
\includegraphics[width=2.5in]{3_data_personal_ward_Desktop_freelogy_svn_lyx_2008 _usenix_{figs_disks.eps}
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Developers, and some of their users, have access to shell accounts on their Freegols. Our security model is
largely perimeter-based at this point, because our users are relatively trustworthy. Specifically, a cluster has one
virtual machine with an unprivileged account that is shared by all users. To connect to the SSH port on a
Freegol, a user must log in to this shared account using an SSH private key, and specify the name of the
Freegol in a remote command string. The authorized_keys file in the shared account instructs the SSH server to
ignore the client-supplied command and instead run a script that establishes a tunnel to the requested Freegol (the
SSH server makes the supplied Freegol name available in an environment variable). Before establishing the tunnel,
the script checks a list of permitted combinations of SSH public keys and Freegols. This login procedure is easy
to express in a ProxyCommand directive in the user's SSH client configuration file.

Virtual machines are used for deploying DNS caches and servers, an SMTP server for routing incoming mail, and
a local Ubuntu mirror site. One virtual machine runs a dedicated reverse HTTP proxy. All HTTP and HTTPS
traffic to the cluster is forwarded by the headnode to this proxy, which forwards each request to the appropriate
Freegol and returns responses to the clients.

Since Harvard routinely receives high volume web traffic, we tested whether our setup can also support a high
volume web service. We configured the virtual machine running our reverse proxy server with moderate resources:
four shared Opteron 265 cores and 1 GiB RAM. We then launched 2,000,000 requests at the proxy server (with
keepalive disabled to simulate a worst-case scenario), with 500 simultaneous requests each coming from two
physical machines on our LAN. All requests were handled without errors and completed in 657 and 660 seconds
on client 1 and 2 respectively. The mean time to complete a request was 0.3 seconds. Both clients completed
90% of requests within 0.2 seconds, and 99% of requests in 4.5 seconds. The slowest request from client 1 was
completed in 93 seconds while the slowest request from client 2 was completed in 107 seconds. During this test,
a few of us continued to use other Freegols from multiple points on the Internet and found no perceptible
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difference in response times. We conclude from this that a Freegol on our cluster can withstand popularity spikes

without adversely affecting other Freegols.

The cache, storage, and processing services involve several databases and controller processes, which we run on a
single virtual machine. It would also be possible to distribute these processes across several virtual machines; we
have not thoroughly explored the performance implications of this choice.

Developers frequently benefit from having separate  development” and — production” Freegols for a given
application. The virtualization approach makes it easy for us to deploy these quickly at minimal cost.

3.3 Cache and storage services
The cache and storage services consist of three software layers (RAM cache, disk cache, and long term storage), a

manifest name server, and a client library that is used by Freegols and batch jobs.

The client library contains most of the intelligence. It helps applications split and combine data into 64 MiB
blocks; it chooses RAM or disk cache for different block sizes according to tunable settings; it constructs hashes
when storing data; it avoids writing blocks to cache if they are already present; it stores each block on multiple

warehouse instances when writing; and it constructs and parses manifests.

The client library is built on the assumption that all of the underlying storage services are unreliable. It verifies
data integrity during retrieval operations. It attempts to retrieve blocks from alternate sources when data is

corrupted or missing.

The aim of the storage services is to maintain the highest possible aggregate throughput when reading and writing
blocks.
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